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Executive Summary 

OMB Memorandum M-05-22 directed the National Institute of Standards and Technolo
develop the technical infrastructure (standards and testing) necessary to support wide
IPv6 in the US Government (USG).  Upon detailed inspection of the state of the indu
IPv6 technology, it was felt prudent to develop 

gy (NIST) to 
 scale adoption of 
stry and the scope of 

the USGv6 standards profile [2] to assist agencies in the 
gram to provide the 

Gv6 Test Program. In particular, it defines the 
fines the management 

nderstanding the USGv6 Test 

irements 

T products that require USGv6 capabilities; and, 
• USGv6 Test Labs that will provide testing services to support the above. 

 
This document explains the technical infrastructure provided by the USGv6 Test Program and how it is to 
be used by each of the groups above. 

development of acquisition requirements for IPv6 products and the USGv6 Test Pro
means to assess product compliance to such requirements. 
 
This document outlines the form and function of the US
components of the test program, their implementation and use.  This guide also de
process that will govern the future evolution of the test program and how it will address and 
a occ mmodate ever changing requirement sets and product offerings. 
 
The guide is expected to be of general use to all those interested in u
program, but in particular, to: 

• IPv6 product developers aiming to document capabilities that comply with requ
expressed in terms of the USGv6 profile; 

• USG Agencies acquiring I
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1 Introduction 

This document has been prepared for use in conjunction with NIST SP 500-267 A Profi
U.S. Government [2] a
[3].  It can be used by nongovernmental organizations on a voluntary basis and is not s
though attribution is desired.  
 
Nothing in this document is intended to cont

le for IPv6 in the 
nd NIST SP 500-273 USGv6 Test Methods: General Description and Validation 

ubject to copyright, 

radict standards and guidelines made mandatory and binding 
Secretary of Commerce under statutory authority, nor ought it be interpreted 
e existing authorities of the Secretary of Commerce, Director of the Office of 

pliant products after a 
es selections from 

ents for a variety 

ompliance with 
ifications, each validated 

against the respective protocol specifications. To be documented as USGv6-compliant, products must be 

atic and standardized 
s a flexible means of 

constructing these claims, and will be used to document compliance with USGv6 requirements. 
. 

USGv6 contains a wide range of elements, and the testing program includes components that are subject 
heme to manage the 
he stakeholders. 

testing program. It gives an overview of the 
-compliant” 

ers on how to make their products USGv6-compliant.   

Some consequences of putting together a technical recommendation that is a compendium of large 
numbers of different, informal standards include: 

1) Tests derived from natural language, rather than formal, specifications are not formally derived, 
thereby increasing the potential for bugs; and 

2) Changes to several of the standards spread over time may lead to complex interoperability issues 
and potential compatibility problems. 

on Federal agencies by the 
as altering or superseding th
Management and Budget, or any other Federal official. 

1.1 USGv6 Testing Program 

The USGv6 profile was published in July 2008 with the intention of seeking com
two year period to allow for product implementation and tailoring. The profile specifi
over 150 IPv6-related RFCs and other standards, to facilitate the definition of requirem
of hosts, routers and network protection products. 
 
NIST has established the USGv6 testing program as a way to document products’ c
USGv6 requirements. The test program makes use of a set of abstract test spec

tested against tools validated to these tests, in accredited laboratories. Having implemented and tested 
their products, developers must make their claims of USGv6 compliance in a system
way. The Supplier’s Declaration of Conformity (SDOC) [4,5] is a tool that offer

 

to enhancement and revision over time. Hence it is necessary to have in place a sc
evolution and maintenance of these components that includes collaboration with t
 
 
  
1.2 Purpose, Scope and Document Structure 

This document provides a user’s guide to the USGv6 
elements of the program. It offers guidance to Agencies on what to look for in “USGv6
products, and to IPv6 product suppli
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A corollary of (1) is that informally derived tests have the characteristic of software
debugging over several iterations of use.  Where tests are lacking in coverage, confo
interoperability difficulties in USGv6 products can go undetected. A systematic revie
process for tests will result in progressively increased accuracy

, that they need 
rmance bugs and 
w and revision 

 and optimized coverage over time, with 

, and establishes 
lains the 

o document the test 
 program attempts to  

lity necessary to avoid redundant retesting of  IPv6 implementations that are used, 
and 

 of previously 

esting program, including artifacts, 
olders involved in the USGv6 testing program. The interaction between stakeholders 
amental to the operation of the testing program. The lifecycles of the artifacts, and 

 testing program is 

 list of stakeholders is given in Section 2.3 below, this section identifies how 
 use the USGv6 testing 
g website [6], and 

cument. 

ing networking 
rprise network architecture goals, and (2) evaluating IT 

d SDOCs. 

 for Host, Router 
ach agency can 

orking requirements and adapt the 
required, they can 

(2) Section 5 of this document discusses claims of product compliance and what are the 
recommendations to the product supplier in completing the SDOC based on hardware and 
software combinations and on what testing was performed. The SDOC contains claims of tested 
capabilities and can be compared against requirements in the capabilities checklist ([2, Appendix 
1]) as recommended by NIST, or as modified for Agency needs. 

Should an Agency wish to keep active track of, and participate in, events in the USGv testing program, 
they are invited to have a representative sign up to the USGv6-testing@nist.gov

the ultimate goal of increasing confidence in product interoperability. 

The document gives an analysis of the lifecycles of standards, tests and IPv6 products
schedules for systematic change in the selection and update of these items. It also exp
requirements for Supplier’s Declaration of Conformity (SDOC), used by vendors t
results for the USGv6 capabilities supported by their product.   The USGv6 testing
provide the flexibi
unmodified, across multiple distinct product offerings.  This document addresses the scenarios 
specific testing and reporting requirements for products that may inherit the test results
tested implementations. 

Following this introduction, Section 2 introduces the elements of the t
processes and stakeh
and processes is fund
their impacts on interoperability, are explored in Section 3, and management of the
discussed in Section 4. Section 5 is devoted to the definition and operation of SDOC. 

1.3 Constituencies 

While a more complete
Federal Agencies, USGv6 product suppliers and accredited test laboratories should
program, including their particular uses of: the USGv6 profile [2], the USGv6 testin
NIST SP 500-273 the test methods document [3], together with this do

1.3.1 Federal Agencies 

A USG Federal Agency’s objectives with respect to USGv6 may include (1) specifiy
requirements through RFPs, or published ente
product supplier offerings through examination and comparison of complete

(1) The USGv6 profile [2] recommends a set of USGv6 compliant configurations
and network protection product. In addition it provides a vocabulary wherein e
select configuration options appropriate to its netw
configuration checklist from the profile [2, Appendix 1]. Or if more detail is 
adapt the node requirements table [2, Section 8]. 

 mailgroup. 
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1.3.2 USGv6 Product Vendors 

Neworking product suppliers develop products with particular capability sets for sale to
including the Federal Government. So as to meet Federal conformance and interoperab
they use the USGv6 profile [2] to craft capability sets. When bulk or custom RFPs r
be tailored to specific Agency requirements. Having developed and refined the prod
testing to an accredited testing laboratory, per the list at the website [6].  On succ
testing, the product supplier completes a Supplier’s Declaration of Conformity (A
USGv6 testing website [6]) summarizing the testing done. Per Appendix 1, the SDOC 
conformance and interoperability testing done to designated tests, as attested by the accr
laboratory. The SDOC captures the complexity of bundling combinations of capabiliti
hardware and software combinations, composite products and product families. For cap
test currently exists, the product supplier atte

 computer buyers 
ility requirements 

equire it, products can 
uct it is submitted for 

essful completion of 
ppendix 1 here, and 

denotes 
edited test 

es, different 
abilities where no 

sts that the capability is implemented, and was tested in-
xed test specifications 
n must formally test it 

of the new tests. 

e USGv testing 
.gov

house. The gaps in testing provision are filled by adding quality checked and bugfi
in 6 monthly cycles. Product vendors who claim a capability through self-declaratio
by six months after effective inclusion 

Should a product supplier wish to keep active track of, and participate in, events in th
program, they are invited to have a representative sign up to the USGv6-testing@nist  mailgroup. 

 network protection 
 it is the product 

supplier’s responsibility to generate the SDOC, in practice we expect test laboratories to have the greater 
body of knowledge about the testing program and the profile, and to offer SDOC production assistance.  

As part of the USGv6 quality process the test laboratory participates in interlaboratory comparisons as 
discussed in NIST SP 500-273 [3] and cooperates in test interpretation resolution. This is facilitated 
through discussion at the test laboratories mailgroup, USGv6-labs@nist.gov

1.3.3 Accredited Test Laboratories 

The objective of a test laboratory is to get USGv6 accreditation, test Host, Router or
products for conformance and/or interoperability, and produce a test report. While

. 
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2 USGv6 Testing Program Elements 

The principle elements of the USGv6 Testing Program are test specifications and p
enable an open market for product testing while insuring consistency of results. Each
governed by a process and is subject to change in managed stages. For each element 
subgroup of stakeholders have a direct interest. In this sect

rocesses necessary to 
 of these elements is 
and its process a 

ion the set of artifacts is identified in Section 
sses associated with particular artifacts are explained in Section 2.2, and the stakeholders 

interested in these artifacts and processes are introduced in Section 2.3.  
2.1. The proce

2.1 Artifacts 

The USGv6 profile, NIST SP 500-267 is the document that selects and organizes the I
standards for Federal Government use. Initially published in July 2008, it is subject t
The profile is a compendium of networking standards, mostly RFCs published by the 
profile brings change slowly, to allow the industry time to make th

Pv6 networking 
o annual revision. 
IETF. The USGv6 

eir products ready. The profile cites 
rade to MUST after 
t in a product that 

d standards will 
 the profile. 

only final standards. Future versions introduce new standards as SHOULD+ with upg
12 months or more. When a new MUST appears in the profile it is not required to tes
claims support of that capability until 24 months after its elevation to MUST. Deprecate
be indicated as SHOULD- for at least 12 months before removal from

The USGv6 Supplier’s Declaration of Conformity (SDOC) is based on ISO/IEC 170
as representative of the device supplier’s claims of compliance for a host, router or netw
product. It contains a summarization of the functional categories supported with respe
their tested status. Changes to SDOC arise from retesting and repackaging prod

Moving in to the testing infrastructure, 

50. SDOC stands 
ork protection 

ct to the profile, and 
ucts.  

Abstract Test Specifications are needed
interoperability tests. Typically, a single test specification is based on an individua
tests are created with purposes specific to functions in the RFC. Test purposes diff
interoperability. Conformance tests are usually run against independent testing devices
to make sure that the product under test exhibits the specified behavior for each functi
Interoperability tests are run in a configuration with two or more implementations und
object is to make sure that every product pair interoperates – in the case where they
complementary and compatible protocols. The test specifications in use for both conf
interoperability are largely the product of the IPv6 Ready Logo program [10]. They h
development over many revisions for several years. Memoranda of Understanding 
beween NIST and the developers of these test specifications to allow the USGv6 t
free use of them. Bu

 for conformance and for 
l RFC, and individual 
er for conformance and 

, and the object is 
on tested. 
er test, and the 

 implement 
ormance and 
ave been under 

have been signed 
esting program to make 

t since these tests were developed to meet the IPv6 Ready Logo profile, they differ 
veloped a set of Test somewhat from the requirements of the USGv6 profile. For this reason NIST has de

Selection Tables, accessible from the USGv6 testing website [6], to select from the Re
specifications’ tests applicable to the USGv6 profile. In regard to their accuracy an

ady Logo 
d reliability, since 

these tables simply make a selection of tests, their complexity is not great, and they should converge on 
the correct values after a very few iterations. Test specifications are also needed for network protection. 
The functional specifications are embodied within the profile, and tests have been provided by ICSA 
Labs. These tests are new, and it is reasonable to expect some iterations of test and revise until their 
reliability is established.  

It is expected that the set of applicable USGv6 test specifications will be reviewed and updated on a 6 
monthly cycle.   After public review, each fall a set of test specifications will be published and declared in 
effect for the USGv6 test program.   Each spring, a public meeting will be held to resolve issues and 
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update the test specifications.  The details of the the test system management plan are provided in 
subsequent sections.  

anagement 
s. These processes regulate the development of the artifacts, given above. They are discussed 

 in Section 2.2.1, management processes in 2.2.2 and other processes in section 
2.2.3. 

All ifferent for 
con blished standards. 
Tes he tests must be 
shak se. 

 

2.2 Processes 

The operation of the USGv6 Testing Program is defined by its testing processes and m
processe
here as testing processes

2.2.1 Testing Processes 

testing is conducted using the published USGv6 test specifications, distinct and d
formance, interoperability and network protection.  All tests are derived from the pu
ting finds bugs in products under tests, but also finds bugs in the tests themselves. T
en out thoroughly and converged on single interpretations for each test purpo

Conformance Testing is conducted between the product under test and a sp
system. The test system executes tests that implem

ecial purpose test 
ent the purposes and procedures of the USGv6 

abstract test specifications. Abstract tests are periodically corrected and updated, so executable 
here is a process of 

ns. The standard 
rotocol layer, and 

tests and test systems must also be modified to maintain equivalence. T
validation (see below) that reconciles abstract and executable test specificatio
taxonomy for conformance testing architectures describes combinations of p
levels of control and coordination, and is given in ISO 9646 [7]. 

 
Interoperability Testing  is conducted among several host or router produ
according to abstract tests that include a detailed configuration section, and pr
conducted manually. These tests, too, are periodically corrected and upda
are implemented manually, “validation” is accomplished through profi
laboratory’s procedure

cts under test, 
ocedures typically 

ted. Where such tests 
ciency testing of the 

s. The issue of equivalence is focused on how different test laboratories 
conduct the interoperability tests.  

TestingNetwork Protection  is conducted in conjunction with internal and public networks, 
according to published abstract test specifications. In consonance with the other tests, these tests 

r newly arisen attack 
tection testing 

nduct the tests.  

 
The artifacts described earlier are used in the testing process described above. There is a set of 
management processes associated with these artifacts and the testing processes.  These management 
processes are described here. 
 
Abstract Test Development

are updated every six months, to eliminate bugs and also to account fo
vectors. The issue of equivalence is focused on how different network pro
laboratories co

 
2.2.2 Management Processes 

  Abstract tests are used as the basis for testing compliance with USGv6 
requirements, that are in turn based upon RFCs pertaining to IPv6. These are procedural descriptions each 
having a test purpose applicable to exercising some functions of one or more RFCs.  Our intention has 
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been to leverage wherever possible established tests and testing infrastructure.  Most 
have been developed under the auspices of the IPv6Ready Logo. Some tests have bee
developed, e.g network protection tests by ICSA Labs, some by open source organ
some by test labs such as UNH InterOperability Laboratory, some by collaboration
organizations such as OSPFv3 by Tai

of the initial tests 
n privately 

izations such as Tahi, 
 with other 

wan Telecommunications Laboratories and some through USG 
cted, funding. Tests once developed are released to the community of labs for a review period, corre

agreed, and published with a revision number.  

USGv6 Test Selection Adopted abstract test specifications often refer to the broadest 
in an RFC. USGv6 requirements sometimes choose to subset and/or augment the requ
RFC. Test selection tables are developed by the USGv6 program, to identify a base test spe
list the abstract tests th

range of functions 
irements of a stock 

cification and 
at comprise the USGv6 test, and any modifications or additions necessary to adapt 

 list the set of tests 

ation  

the test to USGv6 requirements.  For completeness sake, the test selection tables also
from the referenced test suite that do not apply to USGv6. The test selections are also subject to the 
USGv6 open review process. 

Laboratory Accredit Each test laboratory that wants its results recognized as part of the USGv6 
ting program in 

ody that offers 
intained at the 

program must seek accreditation to ISO/IEC 17025 in general, and the USGv6 tes
particular.  Such accreditation is achieved through an ILAC recognized accreditation b
accreditation to the USGv6 testing program. A list of accredited test laboratories is ma
USGv6 testing website [6].  

Test Method Validation   The abstract test specifications are written procedures. For conformance 
ave to be equivalent to 

 to accreditation for 
ds in use for each 
uivalence is ensured 

testing these need to be translated to executable form. The resulting test methods h
the abstracts. The assessment of this activity is part of the on-site assessment leading
the USGv6 test methods. Additionally, it is necessary to ensure that all test metho
protocol generate identical results when testing the same implementation. This eq
through the processes of interlaboratory comparisons.  

Interlaboratory Comparisons   These ensure that test methods for the same proto
across all different laboratories generate identical results. NIST will designate a single
perform interlaboratory comparisons, and distribute results to test laboratories and accr
appropriate. This avoids the problem of multiple acc

col functionality 
 organization to 
editors as 

reditors having different schemes that may not 
harm parison are posted to the USGv6 testing website [6]. 

t   

onize.  The results of interlaboratory com

Revision Managemen From the outset we anticipate changes to RFCs, USG profile versions and tests, 
is subject to annual 

ing test coverage. 
6 testing program 

  
2.2.3 Other Processes 

SDOC Production. 

all leading to the need for IPv6 product changes. For example the USGv6 profile 
revision. Test specifications are also subject to change, based on bug fixing and extend
These changes occur no more frequently than every 6 months. Specific cases for USGv
revision management are detailed later in Section 3, Lifecycles. 

  After testing products in an accredited laboratory, product vendors develop a 
Suppliers Declaration of Conformity in compliance with ISO/IEC 17050:2004 [4,5] serving as indication 
to purchasers that required testing has taken place. Whether a test laboratory wants to offer the service of 
SDOC creation after testing is a matter between the lab and its customer.  SDOC production is fully 
discussed in Section 5. 
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2.3 Stakeholders 

The producers and consumers of the artifacts and processes constitute the stakeholders in the 
testing system. These are identified here. 

USGv6 

USG Agencies have a primary interest in making sure that IT products with IPv6 capa
available to meet their acquisition requirements.  

Testing Laboratories

bilities are 

 are central to the USGv6 testing process. Each such laboratory s
from an accreditor who

eeks accreditation 
 offers USGv6 testing methods. Test laboratories may conduct any of 

h a USG agency. A 

Test Method Developers

conformance, interoperability or network protection testing. 1st, 2nd and 3rd party labs are recognized: a 
1st party lab is associated with the product developer. A 2nd party lab is associated wit
3rd party lab is independent.  

 including open source suppliers such as Tahi and commercial developers, who 
t test specifications. 
y comparisons to 

develop IPv6 test methods for conformance and interoperability, based on the abstrac
In conjunction with test laboratories, test method developers take part in interlaborator
make sure that test results for the same test using different methods in different labs are equivalent.  

Accreditors - The role of an accreditor is to assess test laboratories for their complianc
17025 [8]. These are the quality provisions for testing. All assessors develop programs that build in 
technical 

e with ISO/IEC 

test methods and assess technical competence. In the case of USGv6 the technical requirements 
are based on NIST SP 500-273 [3].  

IPv6 Product Developers develop hosts, routers and network protection products whi
compliance with USGv6 requirements, shall be tested according to the crite

ch, when claiming 
ria described here and in NIST 

SP 500-273.  

NIST and the USG test program - NIST is a technology agency of the US government charged with 
creating a standard for IPv6 products, and a means of determining compliance to that standard. The 
USGv6 Profile (NIST SP 500-267) is that standard. The USGv6 Testing Program (see this document and 
NIST SP 500-273) is the means of establishing compliance to USGv6 Profile requirements.  
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3 USGv6 Element Lifecycles 

The USGv6 program exists in an environment in which technical requirements, produ
test meth

ct capabilities and 
ods are constantly evolving.  It is important that the test program and the interpretation of its 

on the quality of 

r first those with up to 
hed at the USGv6 testing 
act interoperability in the 

h that installed 
rvative. 

 functions 
o their conformance or 

atent conformance or interoperability problems 
equirements, to help 

rofile, it does not 
for declaring 

 entails tests for 
ation development lags protocol specification 

and implementation development considerably. The situation is that there is a core of protocols for which 
ore protocols for 

c consensus test 
ropriate to support 

their claim of compliance with a given USGv6 requirement.  This situation is reflected in the testing and 
reportage requirements as verified by the SDOC provisions in Section 5.  

h ccoun t mat ist, they are 
eq m re revisions, suppliers 

are required to test against the new tests and improved tests by 6 months after the revision. Where 
only minor test revisions are published, suppliers with products already tested are not obliged to retest. 

 
Ite ditions and Ev  Vendor Impact on USG Agencies 

results accommodate graceful forward evolution while maintaining appropriate control 
its results.    

USG Agencies procuring products with USGv6 requirements are advised to conside
date test results, based on the test specifications currently applicable, as publis
website [6].   The following table itemizes the changes to artifacts that can imp
Agency’s installed base. Acquisitions based on USGv6 profile version 1.0 will establis
base, so subsequent versions should be incremental, not revolutionary, and highly conse

Changes to test specifications may have an effect on interoperability to the extent that
previously not tested, or insufficiently tested, are in unknown status with respect t
interoperability. The subsequent test change can highlight l
already in the installed base. Buyers may want to write in specific interoperability r
ensure interoperability with their installed base.  The USGv6 profile is a procurement p
require post-acquisition testing. However in Section 5 of the document, the conditions 
SDOC do describe conditions for the validity of a supplier’s declaration. 

The USGv6 profile includes upwards of 100 RFCs and other standards. Full coverage
each, but due to the complexity of the problem, test specific

tests are mature, a further range for which they are under active development, and yet m
which test development has not yet started.  For those specifications for which no publi
suite is available, we rely on vendors to “self test” by what ever means they deem app

T
r

e table below takes a
uired to be passed if clai

t of the variations in tes
ed in SDOC; where tests a

urity:  where mature tests ex
 undergoing periodic major 

m Con ents Impact on

1 Event: USGv6 Profil
version 1.0 published (July 
2008) 

Signal to IPv6 suppliers to 
implement MUST capabilities. 

Plan for IPv6 compliant product 
acquisition, with a 2 year time 
horizon. 

e 

- Condition: Conditional 
MUST functions (C(M)) in 
the profile. 

Implemented by suppliers who 
elect to support identified 
USGv6 product configuration 
options (See the Node 
Requirements Table in the 
profile). 

- 
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- D
OULD+ functions

profile. 

SGv6 
ut implemented 

oice. Some 
Agencies may seek these 

- Condition: SHOUL
SH

 and 
 in the 

Not required for U
compliance, b
by vendor ch

functions. 

2 : Profile revisio
published (e.g. Versio
and later). 

rs to
planning for new SH
and start implement
MUSTs. 

 include the new 
bilities but 

ocurement 
requirements for new capabilities 

ts publication. 

Event n 
n 2.0 

Signal to vendo  start 
OULD+s, 

ing new 

IPv6 plans can
revision’s capa
specific pr

should not be cited until 24 
months after i

3 Event: Accredited test 
laboratories open for 

Accredited test labo
open for business. Product 

st the

uld not broadly cite 
USGv6-v1.0 requirements yet, 

ork with vendors to 
 specific IPv6 

s . 

business 

ratories Agencies sho

vendors can te
stacks. 

ir USGv6 but instead w
define agency
requirement

4 Event: USGv6 Profile 
version 1.0 requirements in 
force from July 2010 

Vendors issue SDO
claims of supported
USGv6 capabilities, citing test 

forward, agencies 
 their requirements 

for IPv6 capabilities in terms of the 
USGv6 profile and should expect 

ly SDOCs traceable 
through the USGv6 Testing program 
to document compliance with such 

C with 
 and tested 

From this point 
should express

results in accredited labs. 
vendors to supp

requirements. 
 

5 Condition: Post July 2010 
test provision as below. 

----------------------- ----------------------- -------------- ---------------

6 
r U

t c
j

 s
gram. 

r these capabilities 
eable through the 

 structure of this 
ncies may specify 

their own verification 

Condition: No test 
selections exists fo
requirements. 

SGv6 
Claims of suppor
in SDOC, only sub
testing outside the
pro

an be made 
ect to local 
cope of this 

Test results fo
are not trac
accreditation
program. Age

requirements. 

7 elec
ific USG

ilities within th
profile. 

 sup
apab

ed
from accredited test 
laboratories. 

ts for these capabilities 
hrough the 

program. Agencies may verify 
by contacting the accredited test 
laboratory. 

Condition: Test s
exist for spec
capab

tions 
v6 

e 

SDOC claims of
given USGv6 c
MUST be support

port for a 
ilitity 
 by results 

Test resul
are traceable t
accreditation structure of this 

8 Event: New test selections 
become effective or new 
major version number of 
test specification is 
published. 

Products claiming the related 
USGv6 capabilities in SDOC 
must test by 24 months after 
publication. They may test 
against the older version in the 

USG agencies may seek IPv6 
products with SDOC that 
specifies compliance to the 
profile based on the new tests, by 
24 months after their publication 
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interim. date. 

10 nor ve
ge of test 

specification 

t for 
 cla

SDOC for these functions. 

es continue to seek 
cts with SDOC that 

specifies the current major 
version of the tests (e.g v.1.x, 
v.2.x). 

 Event: New mi
number chan

rsion No requiremen
products already

retest of 
iming 

USG agenci
IPv6 produ

 

eholders. The 
ers, the USG 

ofile, which 
goes through yearly revisions.  Version 1.0 of the profile has no immediate impact on the agencies, but is 

 MUSTS and SHOULDs 
curement specific 
in the future, but 
HOULD+s. 

Items 3 and 4 denote timing events.  We expect the USGv6 testing program to be operational with 
ersion 1.0 of the 
.  After that point 

SGv6 profile and to 
rovisions of the 

nce, interoperability 
e capabilities for 

website [6] gives up to date details of test status and contains also the tests. For some capability 
implemented, where no test exists as yet, the supplier can claim this in their SDOC, subject to in-house 
testing only. Where a test specification is already in existence at the launch of the testing program, 
products claiming support must be tested, and evidence of testing in an accredited laboratory, must be 
included in the declaration. When a new test specification is introduced after the launch of the testing 
program, the supplier has a 6 month grace period before claims of implementation must be tested against 
that specification and recorded in the SDOC. If a test specification is revised with only minor changes, no 
retest is required. 

 

 

 

 

3.1 Narrative Description of Lifecycle Table 

Changes to the USGv6 profile and the testing infrastructure have impacts on all the stak
above table highlights the effect of these changes on product vendors and their custom
Agencies in particular. Items 1 and 2 concern the impact of introducing and upgrading the pr

a signal to product vendors to implement the mandatory capabilities. Conditional
are only implemented if chosen by the vendor, or in response to individual agency/pro
requirements.  The annual revision of the profile signals what capabilities are required 
will not become effective sooner than 2 years if new MUSTs, 3 or more years if new S

accredited laboratories open for business from approximately January 2010 onwards. V
profile recommended that its requirements not be cited in procurements until July 2010
we expect Agencies to express their IPv6 procurement requirements in terms of the U
require vendors to document their compliance with those requirements, through the p
USGv6 test program 

Items 6 through 10 of the table are concerned with the provision of tests for conforma
and network protection, for the compendium of capabilities in the profile. There are som
which tests exist at the outset, and some capabilities for which tests do not yet exist. The USGv6 testing 
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4 Management 

Publication of NIST SP 500-273 USGv6 Test Methods: General Description and Val
signal to interested accreditors to develop accreditation programs. Test laboratorie
methods

idation [3] was the 
s are free to choose test 

 from Section 5 of that document and prepare for accreditation. With the formal designation of 
ber 2009, the pieces are in place for laboratories to get 

accredited.  

anagement of the testing program includes: 

est laboratories up 

ction tables and 

not available at the 

test specifications as “Version 1.0” in Novem

 
Ongoing m
 

- Maintaining the testing program website [6] to keep the list of accreditors and t
to date. 

- Promoting dialogue and agreement on interpretation and editing of the test sele
test specifications. These are also published at the website.  

- Publishing new test specifications for USGv6 capabilities where such tests are 
outset. 

- Hosting mailgroups: usgv6-testing@nist.gov for vendors and users interes
activities, and usg

ted in test management 
v6-labs@nist.gov for the use of participating laboratories, accreditors and test 

developers.  Discussions and decisions of the mailgroup are archived for reference as necessary. 
eroperability issues, and 

view the effectiveness of the testing program. 
- Continuing to promote harmonization activities with other IPv6 testing programs around the 

world in good standing. 
 
Management of the USGv6 testing program is conducted through the mailgroup, the website and in 
occasional face-to-face meetings. 
 
 

- Hosting an annual meeting at NIST to resolve test specification issues, int
at the same time re
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5 Claims of Product Compliance 

USG agencies seeking to buy products with USGv6-compliant capabilities are advised
submission of the Supplier’s Declaration of Conformity (SDOC) [4,5] as docume
requirements. The details of what is included in SDOC are given in Sections 5.1 an
what products can be claimed as equivalent to the tested v

 to require 
ntation of compliance to 

d 5.2. The question of 
ersion and included in the same SDOC is 

y, the vendor’s test process culminating in the production of SDOC is 
SDOC is given in Appendix 1. 

n appendix in the 

protection product, and use the Capabilities checklist from Appendix A of the USGv6 profile to document 
their product’s capabilities, for each USGv6 stack implemented. The product identified by these 

dited test laboratory to test its compliance. A list of accredited test 

 USGv6 website 
s in total. 100% 

coverage is an ambitious long term goal, but for the foreseeable future there will be gaps in coverage, test 
 they exist. Where 

ns. Note that the 
lying USGv6 

for a USGv6 
r product does not conform to the published requirements.   

 
ot be necessary to 

d on Self Test and a 
within 2 

inor version upgrade to the product is issued due to a 
t untested capability, the product vendor should retest using the newly 

es, and constitute a 
ific capabilities 

ns test selection tables that identify from the published test 
specifications those tests applicable to USGv6 profile testing. 
 
5.3 Test Pass Requirements 

The profile defines a set of capabilities of IPv6 related functions that can be grouped together in very 
flexible ways. For example, capabilities can be grouped to identify host or router roles, or to provide 
network protection. The minimal mandatory sets of USGv6 product capabilities  for host capabilities, 
router capabilities and network protection capabilities, are defined by the corresponding unconditional 
MUSTs in the Node Requirements Table ([2], Section 8). 
 

discussed in Section 5.3.  Finall
given in Section 5.4. A template for the 

5.1 Preliminary Requirements 

Product vendors are advised to use the USGv6 Node Requirements Table given as a
USGv6 profile [2] as a means to develop the capabilities implemented in their host, router or network 

capabilities is submitted to an accre
laboratories and supporting accreditors is given at the USGv6 testing website [6]. 
 
 
5.2 Test Selection Requirements 

The tests for conformance, interoperability and network protection are published on the
[6]. The USGv6 profile includes 12 functional areas, with over 150 RFCs and standard

suites missing. In making claims of conformance, a vendor must pass the tests where
tests do not exist,vendors claim support in the SDOC based on “Self Test” representatio
lack of a published USGv6 test for a given capability does not lessen or alter the under
technical requirements for a given capability.   Vendors should not knowingly claim support 
capability when thei

In the normal situation where a vendor has passed tests and issued an SDOC, it will n
retest, until after a major product upgrade. However where a capability is claimed base
test suite for that capability is subsequently published, vendors are required to pass the tests 
years of their publication date. In the event that a m
bugfix relating to a claimed bu
adopted test specification. 
 
The basic set of tests derive from the IPv6 Ready Logo, ICSA Labs, and other sourc
superset of possible USGv6 tests, per RFC covered. Tests are selected based on spec
relevant to USGv6. The USGv6 website contai
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The USGv6 profile identifies particular sets of host capabilities, router capabilities and 
capabilities, including capabilities labeled as unconditional MUST, and those MUSTs 
on options instantiat

network protection 
that are conditional 

ed by particular procurement requests. Any such set is recommended by NIST as the 

ommodate Agency specific requirements.   
Agencies are strongly urged to analyse this profile in the light of their own Enterprise Network 

lutions on a case-by-case basis. 

site products whose 
by the application or integration of one or more distinct components. These are 

 product description section. Products which operate in IPv6 only environments, 
products incorporating multiple unique IPv6 stacks, and product families, are also identified. These cases 

The supplier claims the product hardware and software combination as tested, with no modifications or 
n required is: 

 this product are listed 

cation or 
f their individual 
ults must be 
ct:  

 in which all the 

stock OEM operating system on commodity hardware), that itself has completed testing.  In this case, the 
vendor of the composite product does not need to repeat conformance or interoperability testing.  The 

product vendor 
t sheet referencing 

ched original 3 page SDOC. This case is primarily intended to address the OEM operating system 
on commodity hardware scenario.  It should be noted that though, that this scenario is equally applicable 
to a single vendor that employs the same distinct IPv6 components in a series of products. 
 
    
 
2. Integration  of multiple USGv6 components: A vendor bundles a composite product whose USGv6 
capabilities are provided by the integration of two or more distinct components that have been tested in an 
alternative USGv6 stack context. This declaration requires that the composite vendor attest to the 
following: 
 

default set of capabilities. 
 
The USGv6 profile does allow more flexible uses to acc

Architectures, specify and acquire so
 
 
5.4 Unitary and Composite Products 

Claims of testing are made for USGv6 stacks integral to specific hardware, and compo
capabilities are provided 
identified in the SDOC

are described below. 
 
5.4.1 Unitary Products 

derivatives. The attestatio
 
"The results of conformance and interoperability testing the USGv6 capabilities of
in this original SDOC." 
 
5.4.2 Composite Products 

Composite products (i.e. products whose USGv6 capabilities are provided by the appli
integration of one or more distinct components) can inherit the USGv6 test results o
component parts. To do so the precise component parts and their test specific test res
documented. The USGv6 testing program recognizes three cases of composite produ
 
1. Application of a single USGv6 Component - A vendor bundles a composite product
capabilities within the scope of the USGv6 profile are provided by a single, independent product (e.g., 

composite product vendor must still complete an SDOC for the final product; in particular the product 
description and declaration (pages 1 and 2).  Note that this declaration requires that the 
makes the composite product attestation as below. The vendor submits and SDOC fron
the atta
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• “The USGv6 capabilities of this product are provided by the integration of two or 
listed above.  The results of confor

more components 
mance and interoperability testing the independent components 

are referenced by attaching their SDOCs. 1” 

uct for which he 
ct or supplier. In this 

operability testing of the complete product 
ique implementation.   The SDOC must be completed in full by the final 

product vendor. The attestation in 5.4.1 above must be checked in the SDOC. 

In s ted IPv4 capabilities. 
It is  environment. The 
following supplementary attestation must be left unchecked to identify these cases. 

d capabilities are 
t support IPv4” 

 
5.4.4 Multiple Stacks per Product 

Som eparate management and 
configuration arrange y attestation must be checked to identify these 
cases. 

al port in the 
eir IPv6 

 

ngs (e.g., unique 
 capabilities.  That is, 

f the USGv6 profile.  

 The vendor must 
nfiguration that was tested, but can then list 

additional product configurations that are declared within the same family, and thus share the same test 
est to the following. 

 
• "All of the products listed in this product family are implemented such that their USGv6 capabilities 

are identical in form and function across the entire product family.  The specific conformance and 
interoperability test results for the USGv6 capabilities of an indentified member of this product family 
are provided in this SDOC.  This SDOC attests to the fact that these tested USGv6 capabilities are 
identical in form and function for all the products cited above." 

                                                     

 
3. Opaque application or integration of USGv6 components -  A vendor supplies a prod
does not wish to disclose whether all or parts of the stack derive from another produ
scenario the vendor must complete both conformance and inter
offering as if it is a wholly un

 
5.4.3 IPv6 only Environments 

ome cases an IPv6 product may be configured only with the help of co-implemen
 helpful to an Agency to know this when there are plans to deploy an IPv6 only

 
“This product is fully functional in IPv6 only environments. That is, no claime
invalidated if this product is deployed in a network environment that does no

e products implement multiple IPv6 stacks, for example to accommodate s
ments. The following supplementar

 
“This SDOC contains a capabilities test report for each unique IPv6 stack/extern
product. If not please document which stacks/ports are not covered, and how th
capabilities differ from those reported in this SDOC.” 

 
5.4.5 Product Families 

A single vendor may identify “product families”, as a set of distinct product offeri
product name, version and configuration) that have identical and unmodified USGv6
the products only vary in ways that do not impact the capabilities within the scope o
 
In this scenario, the product family can inherit the test results of one of its members. 
supply an SDOC that identifies the specific product co

results. Note that the declaration of a product family requires that the vendor att

 
1 Notes: 

(1) The SDOC for a component need not comprise a full stack set of capabilities. 
(2) In the OEM case, the single attached SDOC does comprise a full stack set of capabilities. 
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While a vendor may have a clear idea of what constitutes a coherent product family, b
and operating system similarities, the test laboratory is also responsible for the univers
results. It may be prudent in product family cases for the test laboratory to choo

ased on hardware 
ality of the test 

se which model from the 
product line is tested, and may want to test a statistically significant set of models, greater than 1. 
 

 development 
be reached. Each 
The public testing will 

rigorous than the in-house testing, but exists as a sampling check on product QA. 
re labeled in the SDOC as Self Test. The supplier is 

e QA by completing the results columns of the 
SDOC as Self Declaration. 

d to ease the vendor’s 
 

 to establish and 
 prior test result.  
itly affirmed by 

en SDOC.  

ilies are identified, 
 program. In the end, we rely 

USGv6 test 
rs.  A given lab, for 
ing willing to 

reports of test results 
d which additional 

applicable to. The SDOC is designed to facilitate this 
identification and feedback through the usgv6-testing@nist.gov

   
5.5 Self Test and Self Declarations 

Many USGv6 capabilities are without an associated public test suite. Tests are under
incrementally, but slowly. There is no guarantee that complete coverage will ever 
product supplier is expected to implement prudent in-house QA testing strategies. 
in most cases be less 
These capabilities currently without a test suite a
expected to attest to the integrity of their own in-hous

 
5.6 Traceability and Applicability of Test Results 

 
The concepts of composite products and product families have been develope
burden for duplicative testing, while maintaining an acceptable level of product assurance and traceability
of results within the USGv6 test program.   We rely on the test lab / vendor relationship
document the scenarios in which product families and composite products may inherit a
It is expected that all such vendor claims of inherited test results can, and will be, explic
the cited test labs should a user decided to verify the test results claimed in any giv
 
Each lab may establish the procedures by which composite products and product fam
as long as they meet the requirements and guidelines provided by the USGv6
on the natural tension between a lab’s desire to maintain its reputation and accreditation in the 
program and its desire to avoid duplicative testing for its customers, the product vendo
example, might require sample testing of two or more product configurations before be
attest to inherited results for an entire family or a composite product. All claims and 
should always explicitly indicate what product configurations were actually tested an
configurations those results are deemed 

 mailgroup is encouraged. 

y of 
t further tests from the 

firm test results for.  It is expected 
 interests (i.e., vendors, test labs, accreditors, and users) to efficiently identify 

ssues. 
   
 
5.7 USGv6 Product Supplier’s Process 

This section describes the process that suppliers of IPv6 products will go through, from specification, 
through development, testing, to USG acquisition via SDOC production. 
 
• Initial product development. 
• USGv6 adaptation: 

 
Note also, that should a lab determine that at some point that there is reason to suspect that the validit
previously identified and agreed upon inherited test results,  the lab is free to reques
vendor and/or modify the set of products for which it is willing to af
that it is in all parties best
and resolve such i
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o Develop to default recommendations as “USGv6-Capable” per the USGv
Develop

6 profile, OR 
 to Agency specific requirements per contract or the Agency’s Enterprise Network 

ls. 

ions (TSTs). 

• r’s Declaration  of Conformity (SDOC): 

products. 
t families. 

RFPs. 
• Annually/periodically: 

o Major release testing. 
o Formal testing to newly sanctioned test specifications, whre previously self-declared. 
o Revise SDOC and re-publish. 

 
 

o 
Architecture. 

• In house testing: 
o Testing using open source or proprietary too

• Contract with accredited test laboratory: 
o Specify capabilities to determine what testing is required. 
o Get conformance testing with cur

 
rent test select

o Get interoperability testing with selected partners and test selections (TSTs). 
 Develop and publish Supplie

o Subject to constraints listed in 5.4 above for: 
 Tested hardware and software combinations. 

Composite  
 Produc
 Self-declared testing where no published test exists yet. 

• Submit SDOC in response to 
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7 Terms 

 
Application Firewall a firewall that operates using application data filtering. 
 
Conformance Testing ng 

unications between 

eneral purpose 
 and not highly specialized devices. 

r more communications products can interwork and 
exchange data. 

ion device that selectively 

 
to network protection devices. 

loped and published by the Internet 
Engineering Task Force. 
 
Router a Node that interconnects subnetworks by packet forwarding. 
 
USG The United States Government, comprising the Federal Agencies. 
 
 
 
 
 

 Testing to determine if a product satisfies the criteria specified in a controlli
document, such as an RFC. 
 
Firewall A product that acts as a barrier to prevent unauthorized or unwanted comm
sections of a computer network. 
 
Host Any node that is not a Router. In general this profile is limited to discussions of g
computers,
 
Interoperability Testing Testing to ensure that two o

 
Network Protection Device A product such as a Firewall or Intrusion Detect
blocks packet traffic based on configurable and emergent criteria. 

Network Protection Testing  Testing that is applicable 
 
Request for Comment (RFC)  – an Intenet standard, deve
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8 Appendix 1: Supplier’s Declaration of Conformity: Template 

 
 
The template for the Supplier’s Declaration of Conformity is included here on the adjacent pa
notes on the template are given below. 
 

ge. Some 

n an accredited 
te is yet available. 

abilities.. 
It does not identify 
sted support can 
f the USGv6 

 functional area are also tested and passed. 
• The test version numbers given in this template are listed with a major and a minor version 

number.  Agencies and buyers are urged to compare product results against the currently in force 
major number, without regard to the minor number.  Hence. ‘1.*’ implies that 1.1, 1.2, 1.3 and so 
on are all valid results. 

 

• Test Suite column where a test suite is identified by name, tests should be run i
laboratory and passed. Where the cell is marked Self Test, no official test sui
The supplier performs in-house testing and may claim support of those cap

• The SDOC comprises a high-level summary o f the functional areas supported. 
a ‘blow-by-blow’ account of all protocols tested within that functional area. Te
only be claimed if all the mandatory lines from the Node Requirements Table o
profile, within a



 

1 The Document Requiring Conformity: 

2

3

4

5

7

Notes:
[1]
[2]
[3]
[4]
9

Date

USGv6 Profile Version 1.0, July 2008.  (NIST SP500-267)

Supplier's Name, Address and SDOC Contact Details

Product as Tested/Declared: Product Identifier, version/revision information, details of configuration tested.

Product Identifier: 

Some or all of the USGv6 capabilities of this product are provided by the use and/or integration of umodified components that have 
their own unique USGv6 SDOCs.  All of the relevant referenced SDOCs are identified in section 8 and attached.   This product's page 
2 will indicate which capabilities are provided by specific referenced components (product-id/stack-id).

All of the declared USGv6 capabilities of this product 
are addressed by orginal test results reported in this 
SDOC.

This product is fully functional in IPv6 
only environments. That is, no claimed 
capabilities are invalidated if this product 
is deployed in a network environment 
that does not support IPv4.

This SDOC contains a capabilities test 
report for each unique IPv6 stack in the 
product. If not, please document which 
stacks/ports are not covered, and how 
their IPv6 capabilities differ from those 
reported in this SDOC.

All of the products listed in the product family in section 5 are implemented such that their 
USGv6 capabilities are identical in form and function across the entire product family. 
The specific conformance and interoperability test results for the USGv6 capabilities of 
an identified member of this product family are provided in this SDOC. The SDOC attests 
to the fact that these tested USGv6 capabilities are identical and unmodified for all the 
products cited above.

Suppliers Declaration of Conformity for USGv6 Products        USGv6-v1 SDOC-v1.1      Page 1

Additional Declarations / Attachments: (List supplier & product-id/stack-id for referenced and attached test results in the case of composite products).

Self Contained or Composite SDOC? (Must indicate one).

Product Family (other products using same IPv6 stack(s) to which these results are declared to apply). Check Product Family attestation below.

USGv6 Capability summary.  (For each distinct IPv6 stack in the product provide a summary of its USGv6 capabilities below and include  a detailed test result 
summary).  e.g. example-prod-id/stack-1: USGv6-v1-Host: IPv6-Base+Addr-Arch+IPsec-v3+IKEv2+SLAC+Link=Ethernet.

Product ID: Stack ID:

6

8

10

Component Supplier

Supplementary Attestations (Answer all).

Print Name / Title

Signature
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11

Context /

Section
Configuration  

Option Host Router NPD
Test Suite 

Conformance/NPD
Test Lab / Result ID, Note #, or 

Component Ref
Test Suite 

Interopoperability
Test Lab / Result ID, Note #, or 

Component Ref
SP500-267 6.1 IPv6 Basic Requirements

support of IPv6 base (IPv6;ICMPv6;PMTU;ND) IPv6-Base Basic_v1.*_C Basic_V1.*_I
SLAAC SLAAC-V1.*_C SLAAC-V1.0_I

PrivAddr Self Test Self Test 
DHCP-Client Self Test DHCP_Client_v1.*_I
DHCP-Prefix Self Test Self Test 

SEND Self Test Self Test 
SP500-267 6.6 Addressing Requirements

support of addressing architecture reqts Addr-Arch Addr_Arch_v1.*_C Addr_Arch_v1.*_I
CGA Self Test Self Test 

SP500-267 6.7 IP Security Requirements
IPsecv3 IPsecv3_v1.*_C IPsecv3_v1.*_I
IKEv2 IKEv2_v1.*_C IKEv2v1.0_I
ESP ESPv3_v1.*_C ESP_v1.*_I

SP500-267 6.11 Application Requirements
DNS-Client Self Test Self Test 

SOCK Self Test Self Test 
URI Self Test Self Test 

DNS-Server Self Test Self Test 
DHCP-Server Self Test DHCP_Serv_v1.*_I

SP500-267 6.2 Routing Protocol Requirements
IGW Self Test OSPFv3_v1.*_I
EGW Self Test BGP_v1.*_I

SP500-267 6.4 Transition Mechanism Requirements
IPv4 Self Test Self Test 
6PE Self Test Self Test

SP500-267 6.8 Network Management Requirements Self Test
SNMP Self Test Self Test

SP500-267 6.9 Multicast Requirements
support of basic multicast Mcast Self Test

SSM Self Test Self Test 
SP500-267 6.10 Mobility Requirements

MIP Self Test Self Test 
NEMO Self Test Self Test 

SP500-267 6.3 Quality of Service  Requirements
DS Self Test Self Test

PHB Id Self Test
SP500-267 6.12 Network Protection Device Requirements

support of common NPD reqts NPD N1|N2|N3|N4
FW N1_FW

APFW N2_App_FW
IDS N3_IDS
IPS N4_IPS

SP500-267 6.5 Link Specific Technologies
ROHC Self Test Self Test

Link= Self Test Self Test

Link=

12

Level Color
Indicates capability that is recommendend as mandatory (unconditional MUST) in the USGv6-v1 Profile.

P Indicates cabability that is unusal for a given device type / stack role.   Do not select without careful analysis.
N Indicates capability that is left optional / ocnditional by the recommedations of the USGv6-v1 Profile.
X

Suppliers Declaration of Conformity for USGv6 Products: Declared Capabilities and Test Results Summary USGv6-v1 SDOC-v1.1      Page 2
Product Id: Stack Id:

Supported Capabilities USGv6 Testing Program Results

USGv6-v1 Profile Requirements

support of stateless address auto-configuration

support of cryptographically generated addresses

support of the IP security architecture

Spec / 
Reference

support of SLAAC privacy extensions.
support of stateful (DHCP) address auto-

support of automated router prefix delegation
support of neighbor discovery security extensions

support of tunneling IPv6 over IPv4 MPLS services

support of network management services

support for automated key management
support for encapsulating security payloads in IP

support of DNS client/resolver functions
support of Socket application program interfaces

support of IPv6 uniform resource identifiers
support of a DNS server application

support of a DHCP server application

support of the intra-domain (interior) routing 
support for inter-domain (exterior) routing protocols

support of interoperation with IPv4-only systems

 (repeat as needed)   support of link technology

< Check HERE if this stack's DOC includes additional information about tested capabilities and options on an attached page 3 of notes.

full support of multicast communications

support of mobile IP capability.
support of mobile network capabilities

support of Differentiated Services capabilities

support of basic firewall capabilities
support of application firewall capabilities
support of intrusion detection capabilities

support of intrusion protection capabilities

support of robust packet compression services
support of link technology [O:1]

Indication of USGv6-v1 Recommended Level of Support for device type / stack role.Level of support for USGv6-v1 Requirements for  capability.
Blank - SDOC makes no declaration  for this capability.
Passed required tests of USGv6-V1 requirements for these capabilities.

Note # - reference to a detailed note about this capability or result on attached page.
Component Ref - Supplier / Product / Stack ID of distinctly tested component that provides this capability.

See notes page for details on the level of support of USGv6-v1 reequirements for this capability.
USGv6 capability not supported in product.

Test Suite - Specific USGv6 Test suite used for test.  See: http://www.antd.nist.gov/usgv6/test-specifications.html
Test Lab / Result ID - Abbreviation of accredited laboratory and its local identifier for this test result.
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Context /

Note # Section USGv6-v1 Profile Requirements
Configuration  

Option Host Router NPD
Test Suite 

Conformance/NPD Test Lab / Result ID, Note
Test Suite 

Interopoperability Test Lab / Result ID, Note

1

2

7

Di

8

Discu

9

D

Discuss

Discuss

Discuss

3

4

5

6

scussion:

ssion:

Discussion:

10

Discussion:

iscussion:

General Notes / Discussion about this Product / Stack's capabilities:

ion:

ion:

Suppliers Declaration of Conformity for USGv6 Products: Notes Page and Detailed Test Results Summary

ion:

USGv6-v1 SDOC-v1.1      Page 3
Product Id: Stack Id:

Supported Capabilities
Spec / 

Reference

Notes about USGv6-v1 Capabilities.

Discussion:

Discussion:
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Page 3

Field Description and Instructions Field Description and Instructions
1 The Document Requiring Conformity:  Identifies the profile version 

implemented. Not a user completeable field.

2 Product Identifier: Supplier's concise name for the product declared. 11

3 Suppliers Name, Address and Contact Details: Company name and point of 
contact for SDOC questions, street address, phone and email.

4 Product as Tested/Declared: Product Identifier and detailed version 
information. If this SDOC reports oringal test results (page 2), include 
information about the specific product configuration(s) that was actually tested 
(e.g., hardware configuration, operating system, etc).

Product Id/Stack Id: The identification line of this page includes space for Product 
Id and Stack Id labels. Product Id is the same as given on Page 1. As there may be 
more than one unique IPv6 stack implemented in the product, the Stack Id field 
identifies the particular stack described. One Results Summary page per stack is 
required.

5 Product Family:  A list of other products that use the same, unmodified IPv6 
stacks such that their USGv6 capabilities are identical in form and function to 
the specific product configuration above.   Test labs are only required to affirm 
the results for specific products tested.  Test labs optionally may affirm 
recognized product families.

Host, Router and Network Protection (NPD) columns identify 'preferred' options: 
cells in green represent the NIST recommendations. Cells in grey denote atypical 
options, very unlikely to be implemented. The procuring Agency may additionally 
tailor these fields to indicate requirements for this acquisition.

6 USGv6 Capability Summary:  The USGv6 stack implementation summary as 
identified by the '+' notation described in the USGv6 profile, Appendix A. For 
each IPv6 stack implementation in the product, a distinct Stack Id and 
reference to the attached Results Summary page (Page 2).

Test Suite Conformance and Interoperability columns identify capability sets for 
which  a public test suite exists, and the versions applicable to USGv6-v1.0 test 
results. Major version v1 and all its minor versions are deemed acceptable. Over 
time, new versions will be added and older ones retired. There may be periods 
when more than one major version is acceptable concurrently.

7 Self Contained or Composite SDOC:  If this SDOC relies on the test results 
of other disinct products, list the Supplier & Product ID/Stack IDs referenced 
and attach those original SDOCs to this one.   

The supplier completes the adjacent Test Lab and Result Id column with the test 
lab acronym and unique result identifier (See Test Lab and Accreditor page on the 
Website). The buyer may opt to query results with the test laboratory using the 
specified Result Id(s). The supplier may opt to provide particular explanation of 
some results (partial results, additional options) in which case reference to note on 
an attached page 3. (e.g. "See Note# N" ). See the USGv6 testing website to 
identify the test lab, and find contact details.

8 Additional Declarations / Attachements:  List the supplier / product ID / 
Stack ID of any test results of composite components referenced by this 
SDOC.

Cells marked Self Test  have no associated public test suite. If implemented by the 
supplier, the required adjacent annotation is "Self Declaration" .  Note that vendors 
declaring support for such a capability are declaring support for the associated 
specific requirements in the USGv6 Profile.

9 Supplementary Attestations:  Suppliers disclosure of IPv6 only capabilities; 
multiple stacks present; product family applicabilities. These are not included to 
qualify or disqualify a product from purchase considerations, but to inform 
network administrators of potential configuration options relevant to USGv6 
interoperability. Check all that apply.

12 Additional Options Tested: Vendor checks if it is desired to record tested options 
not part of the 'Musts' in the profile. Explanations on the page following the results 
summary.

Headings and Special Notations: as described.

10 Signature Block: Wet ink signature of the responsible product manager, 
dated. Printed name and position title on the line below.

Options for Test Lab and Result Id: Currently 3 cases: (1) the test lab acronym 
and alphanumeric Id of the result set as assigned by the test laboratory; (2) 'Self 
declaration' denoting the supplier attests to adequate QA testing of the capability; 
(3) See attachment or note 'N', where the supplier explains variations in greater 
detail.

Suppliers Declaration of Conformity for USGv6 Description and Instructions
General: This document describes network product from the identified supplier that claims support of USGv6 capabilities. General product and supplier identification is given on Page 1. 
Overall results of testing USGv6 capabilities for conformance, interoperability and network protection are given on Page 2. Detailed instructions for completing and interpreting each 
numbered field are given below. Note USGv6 Testing website at: http://www.antd.nist.gov/usgv6/testing.html. Contact: usgv6-project@antd.nist.gov.

Summary of Results: The format of this table mirrors the USGv6-v1.0 capabilities 
checklist (USGv6 Profile, Appendix A). The 12 categories of USGv6 capabilities are 
listed as  subheadings, with subsidiary functions as line items. Configuration 
options related to conditional implementation of selected capabilities.

Further Description: http://www.antd.nist.gov/usgv6/testing.html, and NIST SP 500-267 USGv6 Testing Program Users Guide available at the website.
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