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      Summary

        NIST is Working with other USG agencies and industry to develop and maintain the standards, test program, deployment guidance and test and measurement tools necessary to provide the technical basis for wide-scale adoption of IPv6 in the USG. 

  


        
  



  
  Description

      
      
  
  
  
       
OMB has directed [OMB-2020, OMB-2010, OMB-2005] the National Institute of Standards and Technology (NIST) to develop the technical infrastructure (standards and testing) necessary to support wide-scale adoption of IPv6 in the US Government (USG).  
In response, NIST developed a technical standards profile for US Government acquisition of IPv6-enabled networked information technology. The USGv6 Profile includes a forward-looking set of protocol specifications published by the Internet Engineering Task Force (IETF),  encompassing basic IPv6 functionality, and specific requirements and key optional capabilities for routing, security, multicast, network management, and quality of service.  The profile also contains NIST defined requirements for IPv6 aware firewalls and intrusion detection systems.  The program also I established a robust testing infrastructure to enable IPv6 products to be tested for compliance to profile requirements and for interoperability by accredited laboratories using standardized test methods.
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  Major Accomplishments

      
                           
	2020 - Revision 1 of the USGv6 Profile and Test Program published.
	2014 -  NIST USGv6 project team awarded DoC Gold Medal .  
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	2011 - NIST develops test and measurement tools to support USG deployment initiatives:	IPv6 Deployment Monitor and Test Tool


	2010 - NIST develops IPv6 Security Guidance to support USG deployment initiatives: 	Guidelines for the Secure Deployment of IPv6 (NIST.SP.800-119)


	2009 -NIST establishes industry led USGv6 Test Program: 	IPv6 Test Methods: General Description and Validation (NIST.SP.500-273) 
	USGv6 Testing Program User's Guide (NIST.SP.500-281)


	2008 - NIST develops first USGv6 Profile: 	A Profile for IPv6 in the US Government  (NIST.SP.500-267).




USGv6 Revision 1 Published!
In November 2020, OMB issued memorandum M-21-07 "Completing the Transition to Internet Protocol Version 6 (IPv6)",  which outlines the Federal government's strategic intent "to deliver its information services, operate its networks, and access the services of others using only IPv6".   The policy also instructed NIST to update and expand its USGv6 standards profile and test program to facilitate this government-wide initiative.
In anticipation of this request, NIST and its partners undertook a significant revision of the USGv6 Profile and Test Program to update their technical specifications and streamline their use in Federal procurement processes. USGv6-r1, the first major revision of the USGv6 Program, has several objectives:
	To update the set of Internet Engineering Task Force (IETF) specifications that form the basis for the profile to their latest published version.
	To add new specifications for important IPv6 capabilities that have been developed since the publication of the first profile. 
	To remove specifications for IPv6 capabilities included in the first version of the profile, but that have since failed to achieve significant support in commercial products and network deployments.
	To simplify the means of expressing IPv6 requirements for and capabilities of network IT products and services.  
	To separate the definition of IPv6 Capability Profiles from their specific use in USG acquisition programs so as to permit other user groups to re-use the capability profiles and their aligned product testing programs. To achieve this last goal, we have refactored the original USGv6 profile into two distinct documents.  
	To update and streamline the description and operation of the USGv6 Test Program to reflect the lessons learned in the implementation of that program to date.

The USG move toward IPv6-only network environments dramatically increases the need to assure the quality, completeness and interoperability of the IPv6 capabilities in IT products and services.  While IPv6-only environments will greatly reduce the complexity of operating dual-stacked networks, it does imply that systems will not be able to rely on IPv4 as a fall back service.  This revision to the USGv6 Profile and Test Program is aimed at providing the tools that agencies can use to protect future investments in IPv6 enabled products and services.
See USGv6 Revision 1 for new specifications and additional program details.
Questions or comments about the USGv6 Program can be sent to the discussion list: usgv6-program [at] list.nist.gov

 


            
        
  



  
    
      

    
    
  
    Additional Technical Details
  



  USGv6 Program
	Product
	Reference

	Presentation, Invited
	Montgomery D., USGv6 Program: Facilitating the Transition to IPv6-Only Networks, The IEEE International Conference on Artificial Intelligence, Blockchain, and Internet of Things, September 2023.
	Collaborators: IPv6 Forum


	Presentation, Selected,Invited
	Montgomery D., USG IPv6 Initiative: Completing the Transition to IPv6-only Networks, CyberOZ 2023: Engineering the Future of Cybersecurity, IPv6 and AI Workshop, September 2023.

	Presentation, Invited
	Montgomery D., USGv6 Program
Facilitating the Transition to IPv6-Only Networks, IPv6 Federal Forum, June 2023.

	Presentation, Invited
	Montgomery D., USG IPv6 Initiative: Completing the Transition to IPv6-Only Networks, Presented to the G7 Digital Technical Standards Working Group Meeting, June 2022.

	Presentation, Invited
	Montgomery D., USG IPv6 Initiative: Completing the Transition to IPv6-Only Networks, Presented to the 2022 N-Wave Stakeholders and Science Engagement Summit, March 2022.

	Presentation, Invited
	Montgomery D., USG IPv6 Initiative: Completing the Transition to IPv6-Only Networks, UK IPv6 Council Annual Meeting 2021, December 2021.

	Presentation, Invited
	Montgomery D., Evolving Cybersecurity, Strategies for the New Normal, American Registry for Internet Numbers (ARIN) Public Policy Meeting, November 2021.
	Collaborators: ARIN


	Presentation, Invited
	Montgomery D., USGv6 Program: Supporting the USG Transition to IPv6-Only Networks, IEEE 5G World Forum: Workshop on IPv6-based 5G, IoT and Cloud Computing, October 2021.

	Workshop
	Montgomery D., Bewtra R., Bales C., Santucci T., Federal IPv6 Summit Workshop, virtual workshop., June 2021.
	Collaborators: Office of Management and Budget (OMB), Department of Justice (DoJ), General Services Administration (GSA), Department of Homeland Security (DHS), Department of Defense (DoD)


	Audio, Invited
	Montgomery D., Horley E., Hogg S., Coffeen T., NIST and Testing IPv6, Packet Pushers Podcast: IPv6 Buzz 072, March 2021.
	Collaborators: Hexabuild


	NIST Publication
	Montgomery D., Johnson E., Newcombe M., Winters T., USGv6 Test Methods: General Description and Validation, NIST Special Publication (NIST SP) - 500-281Br1, November 2020.

	NIST Publication
	Montgomery D., Johnson E., Newcombe M., Winters T., USGv6 Test Program Guide, NIST Special Publication, NIST SP-500-281Ar1, November 2020.
	Collaborators: University of New Hampshire Interoperability Laboratory, IPv6 Forum


	NIST Publication
	Montgomery D., Carson M., Winters T., Newcombe M., Carlin T., USGv6 Profile, NIST Special Publication, NIST SP-500-267Br1, November 2020.
	Collaborators: University of New Hampshire Interoperability Laboratory, IPv6 Forum


	NIST Publication
	Montgomery D., Carson M., Winters T., Newcombe M., Carlin T., NIST IPv6 Profile, NIST Special Publication, NIST SP-500-267Ar1, November 2020.
	Collaborators: University of New Hampshire Interoperability Laboratory, IPv6 Forum


	Presentation
	Montgomery D., USGv6 Update and Potential Paths Toward
USGv6 & DoD IPv6 Program Coordination, Presentation to DoD IPv6 Workshop, November 2020.

	NIST Publication
	Montgomery D., Nightingale S., Johnson E., Newcombe M., Winters T., USGv6 Suppliers Declaration of Conformity, NIST Special Publication, NIST SP-500-281Ar1s, November 2020.
	Collaborators: University of New Hampshire Interoperability Laboratory


	NIST Publication
	Montgomery D., Frankel S., Carson M., Winters T., Newcombe M., Carlin T., USGv6 Capabilities Table, NIST Special Publication, NIST SP-500-267Br1s, November 2020.

	NIST Publication
	Montgomery D., Frankel S., Carson M., Winters T., Newcombe M., Carlin T., NISTv6 Capabilities Table, NIST Special Publication, NIST SP-500-267Ar1s, November 2020.

	Presentation, Invited
	Montgomery D., USGv6 Program: Revision 1 Update, Presentation to the Federal IPv6 Task Force, November 2019.

	Presentation
	Montgomery D., Identifying and Removing Barriers to IPv6 Deployment, NCCoE Workshop on Security for IPv6 Enabled Enterprises, June 2019.

	Workshop
	Montgomery D., Security for IPv6 Enabled Enterprises, NCCoE Workshop, June 2019.


Collaborators = ARIN, Department of Defense (DoD), Department of Homeland Security (DHS), Department of Justice (DoJ), General Services Administration (GSA), Hexabuild, IPv6 Forum, Office of Management and Budget (OMB), University of New Hampshire Interoperability Laboratory 
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  	NIST Headquarters
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		Communications Technology Laboratory
		Wireless Networks Division
		Internet Technologies Research Group














  

  

  

  


    

  
  

  
  





        
  



  
  NIST Staff

      
                  
          
                              
Doug Montgomery



                                        
Darrin J. Santay



                                        
Alexander Jia
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Stephen Nightingale
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            Doug Montgomery

    
      
  
    dougm@nist.gov
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  Dates

      
                            Started: October 2005


            
        
  



  
  Project Status

      
                          Ongoing

            
        
  

  
  
  Related News

      
                  
          
                              NCCoE Releases Draft Project Description for IPv6 Transition

                                        NIST Updates USGv6 Program in Support of New Federal IPv6 Initiatives

                                        DRAFT of New USGv6 Specifications Available for Public Comment

                                        NIST Releases DRAFT Revisions to USGv6 Program for Public Comment

                                        First Test Labs for Next-Generation Internet Protocol (IPv6) Are Accredited

                                        IPv6 Guide Provides Path to Secure Deployment of Next-Generation Internet Protocol

                                        New Profile Lays Out Roadmap, Standards for Government Use of IPv6

                                        Revised NIST IPv6 Profile Released for Comment

                                        USGv6 Stakeholders Meet to Discuss Testing Program and Updated Protocol

                                        NIST Issues Draft IPv6 Technical Profile

                        

    

  
        
  

  
  
  Related Software

      
                  
          
                              NIST IPv6 Deployment Monitor and Test System

                        

    

  
        
  



  
  Other Projects

      
                          	NCCoE Secure IPv6 Transition project.



            
        
  


  CUSTOMERS/CONTRIBUTORS
/COLLABORATORS


                     
University of New Hampshire Interoperability Laboratory (UNH IOL)
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  The IPv6 Forum
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  Office of Management and Budget (OMB)
National Telecommunications and Information Agency (NTIA)
General Services Administration
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